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Abstract. XYNTIA is a state-of-the-art of black-box deobfuscator, which
aims to simplify highly obfuscated code snippets, i.e. code that is arti-
ficially complexified to prevent reverse and analysis. Black-box deobfus-
cation relies on observed input-output behaviors to synthesize a simpler
version of the obfuscated code. While there is a clear link with formal
program synthesis, the two communities do not really interact, possibly
due to mutual ignorance and a lack of common benchmarks and usage
scenarios. The goal of this talk is twofold: (i) to start building bridges be-
tween the synthesis and the deobfuscation communities; and (ii) to give
the first synthetic and comprehensive presentation of XyNTIA, along with
the first presentation of its sampler. Especially, we provide the necessary
material to run XYNTIA on synthesis benchmarks, and to easily apply
synthesis tools on real deobfuscation cases.
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1 Introduction

Syntax-guided program synthesis (SYGus) [1] aims to generate code from a
logical and a syntactical specification. The former specifies the expected code
behavior, and the latter narrows the search space to a specific language. SYGUS
has been extensively studied in the Programming Language and Formal Methods
communities [12,1,8,11], with many applications from coding assistant [8] to
invariant synthesis [15].

Concurrently, black-box deobfuscation recently emerged in the system secu-
rity community [6,5,13,3]. The goal here is to revert obfuscations [10,9] i.e., code
transformations used to impede reverse engineering. Deobfuscation is especially
useful to analyze malware that are often highly obfuscated [16,17]. Black-box
deobfuscators consider the obfuscated code snippet as an oracle and rely on ob-
served input-output behaviors to recover a simpler version of it. Being black-box,
they bypass standard obfuscations such as MBA [20] or covert channels [18].
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Interestingly, formal program synthesis and black-box deobfuscation are two
very similar problems. Still, no deep link has been made between the two com-
munities. Fach relies on different synthesis methods: SYGUS synthesizers of-
ten perform enumerative search [4,11,8], while black-box deobfuscators focus
on stochastic search [5,13]. No conceptual comparison have been performed be-
tween these different methods. None of them has been evaluated against the
others community use cases. We believe that it comes from a missing analysis
of each community’s specificities, and missing tools to apply synthesizers and
black-box deobfuscators to the different usecases and datasets.

Goal of the talk. We present our efforts to build bridges between the synthe-
sis and deobfuscation communities. This includes the first evaluation of black-
box deobfuscation and SYGUS synthesizers on deobfuscation and SYGus bench-
marks. To better compare the different approaches we also provide the first syn-
thetic and comprehensive overview of the XyNTIA black-box deobfuscator [13,3],
including its new sampler. XYNTIA is one of the seminal black-box deobfuscators
(along with SYNTIA, no more maintained). It delievers state of the art perfor-
mance and even outperforms some dedicated white-box deobfuscators on their
specific scenarios [13,3]. More precisely, the talk will describe:

— The XYNTIA Sampler, a flexible sampling framework to help the synthesis
community apply their synthesizers to black-box deobfuscation. This sampler
can be plugged into any synthesizer accepting the standard sygus2 format
[14]. To demonstrate its simplicity of use, we combined it with Cvcd /5 [4]
and automatically analyzed a binary obfuscated with VMprotect [19] and
the Xtunnel malware [7];

— The XYNTIA Synthesizer, its options and features, including its grammars,
and objective functions. We also highlight recent improvements, including
the introduction of (i) inference rules to handle usually hard-to-synthesize
expressions; (ii) a more flexible grammar definition; and (iii) a CEGIS loop
[1]. These improvements aims to improve XYNTIA and ease its application
on deobfuscation and beyond. Experiments show their complementarity;

— The evaluation of XYNTIA against the Cvc4 /5 synthesizer over both deob-
fuscation datasets and a benchmark from the SYGUS competition [2]. Ex-
periments show (without surprise) that each tool outperforms the other on
its own domain of application. Yet, they also show that Cvc4/5 is prone to
overfitting, relying too much on conditional operators, which may explain its
good results over SYGUS problems. Moreover, results show that the deobfus-
cation use-case is a great opportunity to bypass the usual SYGUS limitations
and devise new synthesis methods. Especially, the CEGIS and our new pre-
process help XYNTIA on complex cases, respectively taking advantage of the
available smt ground-truth and executable oracle.

Tool and access. We provide a toolset for synthesis-based deobfuscation, in-
cluding: (i) a state-of-the-art programming-by-example engine for the Bitvector
theory and; (ii) a flexible sampler to apply synthesizers over real obfuscated
binaries. All is publicly available at https://github.com/binsec/xyntia.
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